A
ent access to shar .
_Concurr ed data may result in datg inconsistency

_ Maintaining data consistency requires mechanisms ¢

execution .
of cooperating processes,

0 ensure the orderly

_The statements:

o counter = counter +1;

o counter = counter -1; "0 Qdany o %-\\Nkcx&, daka (me\’\\ﬂ

e ahateds dakm Wi e QLN
ey

& counter the other process'must wait, that is, as if this
P ————

must be executed atomically.

Atomically: If one process is modifyin
is executed sequentially.
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The Critical Section Problem
The Pro blem with Concurrep, Executipy,
. Concurrent processes (or threads) often neeq access fo ),
\Y/ 1

. Ifthereis no controlled access ¢

Race Condition: A situation in where several

d the outcome of .
concurrently an Ot execution depends 3 : ssh
the access takes place. P on the particular order in whic

- processes all competing to use some shared data

- Each process has a code segment, called criticq] SECHOn, in which the shared data is
g;gggs;tfi

. Problem - ensure that when one Process

i is executin
process is allowed to execute in its critic

g in its critical section, no other
al section.

Structure of proces g

‘GJ

repeat -
Lem‘ry secz‘mﬂ = Soikical I

v critical section
Lex# secﬁon] < o) 3-8\ Lo

: . e beal D)
remainder section “echion

until false;
Shared) sk s Rcovfsi}\@i ?

D %“W*“&w e j
L ore gma\: albme.
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Solution Requirements:
=

If process Pi is ex i
S executing in its et
s ! P o £ critical sectio . ”
procc‘5>‘° can be executing in their critical sections, ¥ Q\g Q\tql;.sl{m&r;o&)_q_ﬂ]t_‘r\m“

Progress If no process iIs Cxccl_ﬂlng in its critical section and there exj
TocesSEeS that wish to enter their critical sectio < e

- . n, then the s i
that will enter the critical section next cannot be pOSIPOHEdeilegnfc‘m-Of the processes
i I8 TRete QR N\o Py i — n chinitely.

ded Waitingg A bound must ex;j Crittady Sechan ond PO wanks 4 use e
G enlortheirorin 1S v on the number of times that other processes (Rl SER®
arc allowed (0 cntical sections after a process has made g request to enter W Cany &
its critical section a"d\gege that request is granted Q XN
AR O N T TRt e At K N
v é AS;?}?T\"Qe- ;,}] a‘t\tea Ch _\pc:_ OQC&g;S exgzm\é t%e&\@\\ % (_ﬂl hew! N -/93 ‘) =

. satano e MM L, L
| ‘ . nzero speed. BroenoN ) O 6 W
> No assumption concerning relative speed of the n processes. R

Solution to Critical Section Problem
_ Types of Solutions |

» Software solutions ‘)\‘Dgi\m\k\\“\'\\\g

o Alg.o_rithms whose correctness does not rely on any assumptions other than
positive processing speed (that may mean no failure).

o Busy waiting.

o Hardware solutions

o Rely on some special machine instructions.

\ssupen Q)

*  Operating system solutions {2eadsy Suntitins 10 Wppah e Prdganiide

o Extending hardware solutions to provide some functions and data structure
support to the programmer.
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| |SOFTWARE SOLUTioN

. Only 2 processes, P, and Py
. General structure of Process P, (other proces
repeat
| entry section
critical section
exit section

remainder section
until false;

Spj)
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ghared variables: -

jpt turn; //t.urn can have a value of either 0 or 1
//if turn = i, P(i) can enter it's critical

Section .
> wiks Baseds @ s
Process P; ~ B0 C COONNENTY Vot uhed
7 9\,‘;9:39 Procss A%S
Wit &

do

critical sectien

[ =31 ‘ whileChuiny =1 )

remainder section A0 MW | .
while (true) U‘JHCQEQ)‘%QQ:\'\@(\I
o= Lo ‘

e SeAiEh

. Mutual exclusion

- Bounded waiting @‘- each only waits at most 1 go.

[progress not good § €ach has to wait 1 go. P, gone into its (long) remainder, P, executes
critical and finishes its (short) remainder long before Py, but still has to wait for Py to
finish and do critical before it can again.

Strict alternation not necessarily good - Buffer is actually pointless, since never used!
Only ever use 1 space of it.
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I ofl’ﬂflﬁ‘@

ghared variables

boolean flag(2];
£f1ag(0] = flag[1] = fa1ge.
// Af £lag(i] == true. pi

iY tet P(1) ready ¢ enter jtg critical
ProceSS P i
. Pmﬁmo Q;
£ “ o i
critical section 2 Fx\a(\{j(:\:\a%é])
\
[FIEETI=TaTEE | g et

remainder section }

while (true)

e |Doesn't work at aﬁl Both f]
ags set t .
after you." "I insist." etc, -£2 3¢t {0 true at start. "After you." "No,

e [Infinite 1055]
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s of algorithms 1 and 2

shared variable
//turn can haye

ned
pin rn;
Cof" igt tu " Qv
flagl2]; fla alue of o
oolean * — > g[O] = f1 Qlther
?f f1aglil == true, P(i) ready toﬂgérln]: = falge, 0 or 1
/{;eSSP i °F its critica: -
0 ss section
{
critical section
remainder section
wnile (true)
‘—-: "\N F
Process P —> Contuntar Process P,
renainder section remainder section
} vhile (true) } while (true)
o [Meets all three requiremcnté solves the critical section problem for two

PrOCESSES.

o "flag" maintains a truth about the world - that I am at start/end of critical.
"turn" is not actually whose turn it is. It is just a variable for solving conflict if
two processes are ready to go into critical. They all give up their turns so that

one will win and go ahead.

e.g. flags both true, turn=1, turn=0 lasts, Py runs into critical, P, waits.

Eventually P, finishes critical, flag
Doesn't matter what turn is, each can run critical so long as other flag is

speeds.

conflict with turn).

=false, P; now runs critical, even though turn is still 0.
false. Can run at different

If other flag is true, then other one is either in critical (in which case it will
you wait until then) or at start of critical (in which case, you both resolve

exit,
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Algori , | ‘
Bﬂkcry gorithm ﬁ\‘\“\“‘&\t‘\\:‘*‘“ N W ESXC\EPEN

(roduction . s ® i
In orithm solves the critical section problem for n
This algo customers take numbers, ang whoever hq
- bak:qgervice" means entry to the critical Section,
course:

:ical section for n processeg
itl Generalization for n processes.
Each process has an id. Ids are
Before enter{ng its critical section, Process receives a number,
enters the critical section,
If processes P P is served first: else P is
served first. . ]
The numbering scheme always generates numbers in increasin
1,2,3,3.3,34,5...

Notation <= lexicographical order (ticket #
o (ab)<(cd) ifa<corifa =cand

cr

ordered,

Holder of the smallest number
iand P receive the same number, if i<j, then

9 order of €numeration,; i e.,
+ Process id #)

b<d

o max(ay,...,ay)isa number, k , such thatk>= g, forj= 0,....n-1

. Shared data

1 boolean choosing(n]; //inj

tialise all to false
int number([n]; //initialij

se all to ¢

15 remainder section

} while (true)

Comments

. at P, will
lines 1-2: Here, choosingi] is true if P; is choosing a?;":ls)iroﬁr‘;:; {2":,:,2 its |

use to enter the critical section is in numberii]; it is 0 if P;

critical section.

| - i ber (line-
lines 4-6: These three lines first indicate that the pr ocessl _'Secg;?ohsgfei er;u{?\at ds)es
4), then tr.y to assign a unique number to the_ process Pli' r(] (lane) ; '
Motalways happen. Afterwards, P; indicates it is done (line 6).
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< "
the d (lines 9-10). Note that if a proce (¢,d)" means true ifa < ¢ or jf both a

b < A . ) SS is not tryi
an 0. Also, if a process : yi - _
) ber 1S IS choosing g € critical se
ntf; i’t‘;unﬁl it has done so before looking (nnegg) AUmber when P, tries to look atc'xog.'
w K L

44 Now P; is no longer interested in entering its critical section it
» SO It sets

e
rl;gmbeff’] /0.

D/r(,lp’m!cks of Software Solutions

s Complicated to program
s Busy waiting (wasted CPU cycles

= It would be more efficient to block processes that are waiting (just as if they had
requested I/O)'
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qrdware Solution Disapy, Interryp;,
O a uni-processor, YOU €aN gt mutual exclugiop by, locking
out

interry S
you can only afford to do this for 3 |j Pts. Observatlons:

't want to prot S '
eneral you doWt want o protect ¢ ot lose any inge .
Nothing else works if you're sharing memory withgas: ith spin locks), Pts (of course jp,
) (DEADLOCK). it
Correct solution for a uni-processor mach;

" 7 colution is not correct.

ttle while S0
. S0youdop'
Xpensive thin '

U sure can't e aspin lock!

ne, but thig doesn't

: work on mulliprocessors, the

_ puring critical section multlprogramming is not utilized - perform
ance penalty,

Repeat
disable interrupts
critical section
enable interrupts
remainder section
Forever

Hardware Solution 'Test%and-Sé;a. ~> WUDY Ry eyt Q\m-\w
use better (more powerful) atomic CpeBablong: $@0 00020 o ek
o Test and modify the content of a word atomically.
boolean Test_and Set (Boolean g target) CQJ&LQ)\A \‘Q%QXQX\QL
{boolean test = target; o veun() e e

target = true; c‘% _\@(:;}gb.
return test;

}
¢ Shared data: boolean lock = false;

Process P;
do

do-nothing

critical section

tLock: = LSe;

remainder section
}while (true)
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OPERATING SYSTEM SOLUigr

. “uQ%_Q“
semaphore: wait and signal

(1) Train 1 Arrives

semaphore:

critical sectisn

{2) Tran 2 Artives

{4) Tran 2 Leaves

d
] N
LT TTTTT7
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hore S - integer variable

ap
Sent _
5Ly nT==1, - can only be accesseq via lWoi i
,,,a:tf-'-(s) : while (Sc-= o){ /%da n lHSIbI
S = 5-1; hing '/} Opcmtnons

S =S5+ 1;

-

gnal( s)

(\)‘_‘ YO K“ N (_‘
1 ..
mutex Semaphore 1 £ C vl:'e wa'it ﬂﬁg S, n:\ iwstruc ) om
ust be C’—D(ecuA (9\ n.*O‘M'C.Q\é

Repeat
Pr‘oblcw{‘ieﬂ‘?hw'): \ouSé w-ﬂ-rj.\

mutex );
ritical section|

signal mutex)
remainder sec |oﬂ

Forever

walt

aphore Implementation

Define a semaphore as a record/structure

i} semaphore
int value;

Tist *L; //a list of - Processes
g - S ‘-S'r“g ‘E‘@_@

. Assume two simple operations:

Sem

o block suspends the process that invokes it.

o wakeup(P) resumes the execution of 3 blocked process P.

. Semaphore operations now defined as

wait (8)
{ s.value = S.value -1;

if (S.value <0)
{ add this process to S.L;

block;
}

}

signal (S)
{ s.value = s.value + 1;

if (Ss.value <= 0)
{ remove a process P from S.L;

wakeup (P) ;
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Classical Problems of Mizaﬁon

B ounded Buffer Problem

Readers and Writers Problem

Dining Philosophers Problem

Junded Bujjer Problem

ghared data

e ;ﬁ?;e;zr [n]; // could be any data type
char £

gemaphore full = 0; // counting semaphore

gemaphore empty = n; // counting semaphore
semaphore Tlu,t.‘?é =17 // binary semaphore

xXtp, nextc,
Chalt TEEED Yivuduall execlimen,

Producer process

do
{ produce an item in nextp

wait (empty); —3 Qprascks \QQ&\%‘&Q\M}
wait (MUEEX) ;a——r QSO
ladd nextp to buffer

signal (mutex);
signal (full);

while (true)

« Consumer process

do
{ wait( full );
wait{ mutex );
[remove an item from buffer to nextd
signal{ mutex );
signal( empty ):;
consume the item in nextc;
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v

_— s )
lR"‘ 11!,‘_"3\" Writers Problem

ghared data

gemaphore mutex = 1,
‘.“\“\hol‘ﬂ wrt = 1,
int veadoeount = Qp

Writer process
walt (wrt) )
[vrating is performed

. Reader process

wait (mutex);:
veadoount = veadcoount + 1;
if (rveadcount =wl)
wait (wrt);
aignal (mutex);
reading ig performed
wait (mutex);
readcount = readcount - 1;
if (readcount == Q)
signal (wrt);
signal (mutex):
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philosopher 1@1

Shared data

' maphore chopstick[5];
sﬁopstick[] = 1_!
c —

. L NSRRI NS
' ertr
losoph
’ Ph

dowait (chopstick[i]),;
wait (chopstick[i+l mod 51);
feat] s
signal (chopsta‘.ck ) ;

think;
}h'le (true) S\
W l' | %h 0
1, cnalolHe 1 @m Yy @
PNlosoidﬂl"é___ @ Sa
;|
SR ¢ >
qu @ : \x
. .
M\ Prablens
(1) Deadyack -

2) Srarvatisn.
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